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1. HACHIOPT ®OHIA OIIEHOYHbBIX CPEACTB

1.1. O61acTh NPUMEHEHHA

®onpa omeHouHblx cpeactB (POC) — HeoThemieMas dYacTh pabouei
IpOrpaMMbl TUCHUIUTMHBL (MOyJisi) CeTH U TEIeKOMMYHHUKAIIUN U TIpeIHa3HaYeH
JUIST KOHTPOJIA M OLIEHKH OOpa30BaTENbHBIX JOCTHKEHHUM CTYIEHTOB, OCBOMBIIUX
IpOTrpaMMy JTUCHUIUIUHBI (MOIYJIA).

1.2. Hesaun u 3a1a4u (pOHIA OLIEHOYHBIX CPEACTB

Henp ®OC — ycTaHOBUTH COOTBETCTBHE YPOBHS MOJTOTOBKH 00YUalOIIEerocs
tpeboBanusiMm GI'OC BO OakanaBpuar mo HampaiieHuto noarotoBku 44.03.05
[Tenaroruueckoe oopazoBanue (¢ 1ByMs NpOGUISIMHU MTOATOTOBKH ), YTBEP>KIE€HHBIM
npukazoM MuHucTepcTBa 0Opa3oBaHusi U Hayku Poccuiickoit ®epepanuu OT
22.02.2018 Ne 125 (c U3BMEHEHUSIMU U JIOMTOJTHEHUSIMH )

1.3. Ilepeyennb kommeTeHUUil, GopMHpPyeMbIX B Npoliecce OCBOEHHUSI
OCHOBHOI1 00pa30BaTe/IbHOI POrpaMMBbI

[Ipouiecc ocBOEHUsT JUCUUIUIMHBI HAITPABJIEH Ha (POPMUPOBAHUE CIIETYIOLIUX
KOMITETEHLIU ¥ UHIUKATOPOB MX JOCTHKEHUS:

Ko mo ®I'OC BO ‘ NHaukaTop J0CTHKEHHS
ObmenpodeccuonanbHble
OIIK-9. CnocobeH noHuMarh OIIK-9.1.  BbiOupaer  coBpeMeHHble  HWH(POPMALMOHHBIE
IPUHIMUIEL pabOTHl COBPEMEHHBIX | TEXHOJIOTMM W IIPOTPAMMHBIE ~ CPEACTBA, B TOM  YHCIIE
MH(OPMALMOHHBIX TEXHOIOIUit 1 | OTCYECTBCHHOTO  NPOW3BOACTBA,  JUIA  DELICHUA  3aj1ay

npodecCHOHATBHOM eI TeTbHOCTH.

OIIK-9.2.  JlemMOHCTpupyeT  CHOCOOHOCTH  HCIIOJIB30BATh
UQpPOBBIE Pecypechl Ul pelieHHus 3a1ad MnpodeccHoHaIbHON
JESITEIIbHOCTH.

HCIIOJIb30BaTh MX IS PEIICHUSI
3aj1a4 poheCCUOHATBHOMN
JeSTEILHOCTH

1.4. dranbl ¢opMUpoBaHUS KOMIETEHUMA M CpeICTBA OLEHUBAHUS
POBHsI UX C)OPMUPOBAHHOCTH

Jransl popmupoBanusa komnereHuuii | Komnerenuuu KoHTpoJibHO-011eHOYHBIE
cpeacTa / cnocod OLeHUBAHUSA

Tewma 1. Kitaccudukamnus u apxurekrypa | OITK-9 Brinonnenue 1a00paTOPHBIX

KOMIIBIOTEPHBIX CETEH. pabot

Tema 2. I'nobanbHble ceTH. TUMBI 1 OIIK-9 Brinonnenune 71a00paTOPHBIX

XapaKTEPUCTHKH. pabort

Tewma 3. JlokanbHble cetu. Tumsl, OIIK-9 Brinonnenune 71a00paTOPHBIX

MIPOTOKOJIBI U CTAHAAPTHI. pabor

Tema 4. Cetn ¢ kommyTanueii kananos. | OIIK-9 Bemonuenne 11abOPATOPHBIX
pabot

Tema 5. Texnonoruu ATM, MPLS, LTE | OIIK-9 Beinonnenune 1a00paTOPHBIX

KaK MepCHeKTUBHBIN TPaHCTIOPT pabor

JIOKAJIbHBIX U TJI00AJBbHBIX CETEH.

Tema 6. CTpykTypooOpasyroiiee OIIK-9 Brinonnenue 1a00paTOPHBIX

o0opyI0BaHUE CeTeH. pabort




Tema 7. Opranusanus yJajJeHHOTO OIIK-9 Beinonnenue 1a00paTOPHBIX
JOCTYTIA. pabort

Tema 8. CrangapTsl U cpelicTBa OIIK-9 Brinosnnenue 1a00paTOPHBIX
yIIpaBJICHUS CETSIMHU. pabot

Tema 9. [IpuHIMIIBI MapIIPYyTHU3ALUN OIIK-9 Brinosnnenue 1a00paTOPHBIX
MaKETOB B COCTAaBHBIX ceTsX. |P- pabor

MIPOTOKOJL.

Tema 10. CereBble agantepsl U OIIK-9 Brinosnnenue 1a00paTOPHBIX
KOHIIEHTPATOPHI. pabor

IIpome:xxyTouHasi arTecTanus OIIK-9 Ox3ameH

1.5. Onucanue nokazareseil GopMupoBaHus KOMIETEHIUH

Koa xomnereHuun

Pe3yiabTaThl ¢)OPMHPOBAHHOCTH

OIIK-9. CrmocoOeH TOHIMATh
MPUHIMITEL PA0OTHI COBPEMEHHBIX
WH(POPMALMOHHBIX TEXHOJIOTHH
WCTIONB30BaTh UX JJISl PEIICHUS
3a51a4 MpoheCCUOHATBHON
JeSITETBHOCTH

3HATh: OCHOBBI IIOCTPOEHUS U APXUTEKTYPbl KOMIIBIOTEPHBIX
ceTei;

YMmers: OpraHHU30BbIBATH U KOH(UTypHpOBaTh
KOMIIBIOTEPHBIE CETH;

3¢ (GEeKTUBHO HCIIOIB30BaTh ammapaTHble M IpPOrpaMMHbIE
KOMIIOHEHTBl ~ KOMIIBIOTEPHBIX CETed MpU  pelIeHUuu
pa3UYHbIX 33j1ay;

Bnagers: HaBblkamMu paOOThl B JIOKAJIBHBIX U IJ100AJIbHBIX
MH(POPMALIMOHHBIX CETHX;

cnocobamu  co3znaHuss  MHpopMmanMoHHBIX  WHTepHeT-
pecypcoB;

HaBbIKaMu oOOMeHa uHpopmanuel ¢ HCIOJIb30BaHUEM
paznuuHbIX IHTEpHET-CEPBUCOB.

1.6. Kputepun ouneHuBaHMs KOMIIETEHIIMII HAa Ppa3HBIX JITamax HXx

¢popmupoBanus

Bup yueOHoil padoThl

‘ KosaunyecTBo 6a/1510B

3 cemectp /9, 10, 11 cemectp

(010]0; 0-300 300
3amuTa JIabopaTOPHBIX padoOT 50 6amioB 50 6amioB
Brimonnenue  3amaHuii  camoctosrensHoin | 30 6amioB 30 6atoB
paboThI
9K3aMeH 20 6amioB 20 GamnoB
HToro 3a cemecrtp: 100 GamoB 100 6asnoB
Bcero 100 6amnoB

HakonuteabHast cucteMa oneHuBanusa no 100-6aaabHoi mkaJse

Yeroipexodali- 100- BykBenHas mkana, coorsercrsytomas 100- Cucrema
JbHAs cUCTeMa |(Da/LuIbHas 0a1IbHOI HmIKaJIe OLICHUBAHUS
OlleHUBAHUS IKaJja 3ayeTa
IK3aMeHa
OTnan4HO 90-100 A — OTJIMYHO — TEOPETUYECKOE COJIEpKaHUE Kypca

OCBOCHO TOJTHOCTHIO, 6€3 IPOOEIOB; HEOOXOIUMBIE
MPAKTUIECKHE HABBIKA PA0OTHI ¢ OCBOCHHBIM
MaTepuaioM chOpMUPOBAHBI; BCE
[pelyCMOTPEHHBIE MPOTrpaMMOi 00yICHHUS




y‘-Ie6HLIe 3aJaHus BBIIIOJIHCHBI, KAYCCTBO UX
BBIIIOJTHEHUS OLIEHEHO YHCJIOM OaJlIoB, OJIM3KUM K
MaKCI/IMaJIBHOMy

Xoporo

83-89

B — o4eHb XOPOIIIO — TEOPETUIECKOE CO/ICPIKaHUEC
Kypca OCBOCHO MOJTHOCTHIO, 0€3 TPOOEIoB;
HEOOXO0IMMBIC TIPAKTUYECKUE HABBIKU PAOOTHI C
OCBOCHHBIM MaTEPHUAIOM B OCHOBHOM
c(OpPMHUPOBAHEI; BCE MPEAYCMOTPEHHBIC
porpamMmmoil o0ydeHus yueOHbIe 3a1aHHs
BBIITOJIHEHBI, KAYECTBO BBIMIOJIHEHUS OOJIBIIMHCTBA
M3 HUX OLICHEHO YMCJIOM 0aJllIOB, OJIU3KUM

K MAaKCUMaJIbHOMY

Xoporo

75-82

C — xopo110 — TeopeTHYecKoe coiep kaHue Kypca
OCBOCHO TTOJTHOCTBIO; HEKOTOPBIC MPAKTHUECKUE
HaBBIKH Pa0OTHI ¢ OCBOCHHBIM MaTepHAIOM
c(OpPMHPOBAHBI HEJOCTATOYHO; BCE
MPEyCMOTPEHHBIE TPOTPAMMOIT 00ydeHUs
yueOHBIC 33]JaHHSI BBIIOJIHEHBI, KAYECTBO
BBITIOJIHEHUS] HA OJTHOTO U3 HUX HE OIIEHEHO
MUHHUMAaJIbHBIM YUCIIOM OAJIOB, HEKOTOPBIE BHIBI
3aJJaHHU BHIIIOJIHEHBI C OIIHOKAMH

Y noBsneTBo-
PUTEIBHO

63-74

D — y10BJIETBOPUTEIHHO — TEOPETUUECKOE
coJiep>KaHue TUCIUTIIMHBI OCBOSHO YaCTHYHO, HO
poOesbl HE HOCAT CYIIECTBEHHOTO XapaKTepa,
HEO0OXOTUMBIC TTPAKTUICCKHE HABBIKU PAOOTHI

C OCBOCHHBIM MaTE€pPHaJIOM B OCHOBHOM
chopMHUpPOBaHBI; OOJIBIIUHCTBO
MPEeTyCMOTPEHHBIX MMPOTPAMMON 00yUeHUs
y4eOHBIX 33JJaHHI BBITTOJHEHO, HEKOTOPHIC

13 BBIMIOJHEHHBIX 33JaHUN, COJEPKAT OTMOKHU

Y nosnerBo-
PUTENBHO

50-62

E — nmocpeacTBeHHO — TeopeTH4ecKoe
coJiepKaHue Kypca OCBOEHO YaCTHYHO;
HEKOTOPBIC MPAKTUUECKHE HABBIKU PAOOTHI

He c(OPMUPOBAHBI, MHOTHE TTPEyCMOTPEHHBIE
porpaMMoi oOy4eHHs yueOHbIe 3aaHus

HE BBIMOJHEHBI IN00 Ka4YeCTBO BHITIOTHEHUS
HEKOTOPBIX U3 HUX OIICHEHO YUCJIOM 0aJlioB,
OJIM3KUM K MUHUMAJIBHOMY

3auteHo

Heynosnerso-
PUTENBHO

21-49

FX — Hey10BIETBOPUTENILHO — TEOPETHUECKOE
CoJIep’KaHue Kypca OCBOEHO YaCTHYHO;
HE0OXOUMBbIE MTPAKTUUECKHE HAaBBIKU PAOOThI
He c(OPMUPOBAHBI; OOJIBITHHCTBO
MIPEeyCMOTPEHHBIX POTPaAMMOI 00yUueHus
y4eOHBIX 33JaHUI HE BBINOJIHEHO 00 Ka4eCTBO
UX BBITIOJIHEHUS OLIEHEHO YUCIIOM 0aJlIoB,
OMU3KUM K MUHMMAaJIbHOMY; TIPU
JOTIOTHUTEILHON CaMOCTOSATEILHOM padoTe HaT
MaTEpUaJIOM Kypca BO3MOXHO MOBBILIEHHUE
KauecTBa BBINOJHEHUS YUeOHbBIX 3a1aHU

Heynosnerso-
PHUTEIIBHO

0-20

F — HEey10BIETBOPUTENBHO — TEOPETHUECKOE
coJiepKaHue Kypca He OCBOCHO; HEOOXOIMMBIE
MPAKTUYECKUE HABBIKU PAOOTHI

He c(hOPMUPOBAHBI; BCE BBHIMOJIHEHHBIC YUCOHBIC
3ajaHus coJiepxKat rpyOble OomIOKH,

JOIIOJIHUTCIIbHAsA CaMOCTOATCIIbHAs pa60Ta Haxm

He 3aureno




MaTepHuaIoM Kypca He PUBEAET K KAaKOMY-JIH00
3HaYMMOMY TIOBBIIICHUIO KAUYECTBA BBITIOJTHEHUS
y4eOHBIX 3aaHHI




2. KOHTPOJIBHO-OLEHOYHBIE CPEJCTBA

2.1. OueHoYHbIE CPeACTBA TEKYIEr0 KOHTPOJIA (THIIOBbIE)

Bormpocsl f1st TeKy111ero KOHTPOJIA:

1. O6mue cBeaenus o cetsam cBsa3u. Cocrap EACC. [lepBuunbie 1
BTOPHUYHBIE CETH, UX cOocTaB. KoMMyTHpyemMble U HEKOMMYTHUPYEMbIE CETH.
Ocnosusle mokazareau CITJIC.

2. Knaccudukanus ceteil mepeaayu JaHHBIX.

3. CeTtun mepenayu JaHHBIX C KOMMYTAIMEH KaHAIOB: Ha3HAYCHHUE, COCTaB,
JIOCTOMHCTBA U HEJIOCTATKH, 00JIaCTh IPUMEHEHWUS, IIPUHIIUATIB paOOThI, BpEMS
JTIOCTaBKH.

4. Ceru I1]] c xommyTanuei cooOmennii: Ha3HAaYeHHE, COCTaB, JOCTOMHCTBA
¥ HEJOCTATKH, 00JIACTh MPUMEHEHHS, TPUHITUIIBI paOOTHI, BPEMs JTOCTABKH.

5. Ceru I1]1 ¢ koMmyTalueil MakeToB: Ha3HAYEHUE, COCTaB, TIOCTOMHCTBA U
HEJIOCTAaTKH, 00J1aCTh MPUMEHEHHUS, IPUHITUIIBI paOOTHI.

6. CucteMsbl niepeaun JaHHBIX: Ha3HaYeHue, coctaB. Cuctemsl [1]] 6e3 OC
u cuctemsl [1J] ¢ OC. CnocoOs1 o6ecrieueHust TOCTOBEPHOCTH TIepeiauu JaHHBIX B
cucremax ¢ OC u 6e3 OC.

/. KOMIIOHEHTHI yJIaJIEHHOTO JIOCTYTIA.

8. PaznuyHbIe BapruaHThI YIAICHHOTO JOCTYIIA.

9. Pexxumsr Dial-in u Dial-out.

10. MHOTOIIPOTOKOJIBHOCTH CEPBEPOB YIAJICHHOTO TOCTYIIA.

11. KoMnoHEHTHI yJIaJI€HHOTO JIOCTyTa.

12. Pa3nuuHbie BApUAHTHI yIaJICHHOTO JOCTYTIA.

13. ®yHKIIMOHAIBHBIC TPYTIIBI 331249 YIIPABICHHUSI.

14. ApXUTEKTYypbl CUCTEM yIIpaBJICHUS.

15. CranpapTusupyembie AIEeMEHThI CUCTEM YIIPABJICHHUS.

16. CrangapThl CUCTEM yMpaBJICHUS HA OCHOBE TpoToKoia SNMP.

17. Crannaptsl ynpasienust OSI.

18. ®yHKIIMOHAIBHBIE TPYTIIBI 33/1a4 YIIPABJICHHUS.

19. Knaccuduxaiust mpoTOKOJIOB CETEBOTO YPOBHSI.

20. IIpotokon mexceTeBoro B3aumoierctaus IP.

2.2. OueHoYHbIE CPeICTBA /51 MPOMEKYTOYHOM aTTeCTANUH
Bormpocs! U1t NpoBeAeHUs aTTECTaluu
. UTO Takoe KOMITBIOTEPHAsI CETh?
. Kakue npeumytiecTBa npeocTaBiIsitOT KOMIIbIOTEPHbBIE CETH?
. Kakre 0OCHOBHBIE 3JIEMEHTHI KOMITBIOTEPHOU CeTH?
. UTO Takoe KJIMEHT-CEpBEPHAs APXUTEKTypa?
. UTO Takoe MpOTOKOJIbI Mepeaun JaHHBIX ?
. Kakue npoToKoJIbl UCTIONB3YIOTCA B KOMIIBIOTEPHBIX CETAX?
. KakoBbl 0CHOBHbIE (DYHKILIUU CETEBBIX YCTPOUCTB?
. Uro Takoe [P-aapec u a1 yero oH UCHoJb3yercs?
. KakoBsl paznuunsa mexay [Pv4 u IPv6?
10. Yto Takoe macka noacetu?

OO NO U, WN



11. KakoBbI OCHOBHBIE 33/1a4l MaplIpyTH3aTopa?

12. Yto Takoe MapmipyTH3alys U Kak oHa padoraer?

13. Uto takoe LAN (jokanpHast CETh)?

14. Kakue ycTpoiicTBa UCHIONB3YIOTCS JJIsi COSTUHEHUS] KOMITBIOTEPOB B
JIOKaIbHOU ceTn?

15. Kakue UMbl ceTeBBIX Kabemnei CyIecTBYIOT U KaKhe yCTpOcTBa
UCIIOJIB3YIOTCS JJISl UX TIOJAKITFOUCHHUS ?

16. Yro takoe Wi-Fi u xak oHo paboTtaer?

17. Kakue 06€30MacHOCTh MPEAOCTaBISIET OecpoBoaHasA ceTh Wi-Fi?

18. Yro takoe Ethernet u kak oHo pabortaer?

19. KakoBbI npeuMy1iecTBa U HeIOCTATKA OECIIPOBOIHBIX U TPOBOHBIX
ceTen?

20. Yto Takoe MapuipyTU3aius NakeToB U KOMMYTaIlUs TaKeTOB?

21. Kak paboraet nporokost ARP (Address Resolution Protocol)?

22. Yto Takoe DNS (Domain Name System) u kak oHO paboTaeT?

23. Uto Takoe DHCP (Dynamic Host Configuration Protocol) u myst wero on
MCMOJIb3yeTCs?

24. Kakye TUTTBI KOMMYTAIlUH JJAHHBIX CYIIECTBYIOT B KOMITBIOTEPHBIX
ceTsax?

25. Yro Takoe VLAN (Virtual Local Area Network) u kak ono pa6oraer?

26. Kakue mpoTOKOJIbI UCIIOJIB3YIOTCS JJ11 0€30IacHOM nepeayu TaHHbIX B
ceTsax?

27. Kak padoraer NAT (Network Address Translation)?

28. Kakue mpoTOKOJIbI UCTIOJIB3YIOTCS JJI YAAJIIGHHOTO JJOCTYIA K CETEBBIM
pecypcam?

29. KakoBbI OCHOBHBIE 337]a4l KOMMYTATOPa B KOMIIBIOTEPHOU ceTr?

30. Kakue TUIIbI aTak Ha CETEBYIO 0€30MacCHOCTh CYIIECTBYIOT U KaK MX
MpeIoTBpaIaTh?

31. Kakue mpoTOKOJIBI HCTIONB3YIOTCS JJIsl 3aIUThHI CETeBOTO Tpaduka?

32. Yro Takoe VPN (Virtual Private Network) u kak oHO pabGoTaet?

33. Kakue mpoTOKOJIbI HCTIONB3YIOTCS TSl UG pOBaHus JaHHBIX B VPN?

34. Kak pabotaet ¢aepsoun (Firewall) u kakue Bunbl puiibTpanun Tpaduka
CYIIECTBYIOT?

35. Kakue mpoToKoJIbl UCTIONB3YIOTCS JUTsl oOMeHa (haimamu B ceTu?

36. Kakue Mepsl 0€3011aCHOCTH ClIeTyeT MPUHUMAThH MPU HACTPOUKE
OeCIpoOBOTHOM ceTH?

37. Kakue Mepsl 0€3011aCHOCTH CJIeTyeT MPUHUMATH MPU HACTPOUKE
Opanamayspa?

38. Kakue Mepsl 6€3011acCHOCTH ClIeTyeT MPUHUMAThH MPU HACTPOUKE
MapupyTuzaropa?

39. Kakue Mepbl 6€301acCHOCTH CeAYeT NPUHUMATh MPU HACTPONKE
KOMMyTaTopa?

40. Kakue npoTOKOJIbI UCTIONB3YIOTCA JJIs1 OOHAPYKEHUS U
NpeI0TBpAIICHUS aTaK B CETU?

41. Kakue npoTOKOJbI UCTIONB3YIOTCA JIJIsI MOHUTOPUHTA U aHAIN3a
ceTeBoro Tpaduka?



42. Kak paboraet npotokoi SSL/TLS (Secure Sockets Layer/Transport
Layer Security)?

43. Kakue mpOTOKOJIBI UCIIOIB3YIOTCS 7151 0€30MacHON Tepeaaun
AIEKTPOHHOM MOYTHI?

44. Kakue Mepbl 0€30IaCHOCTHU CIIEAyEeT MPUHUMATh MPU HACTPOMKE cepBepa
AIIEKTPOHHOMN MOYTHI?

45. Kakue npoTOKOJIbI UCTIONB3YIOTCA JIsl YIAJIEHHOTO aIMUHUCTPUPOBAHUS
CETEBBIX YCTPOUCTB?

46. Kakue npoTOKOJIbI UCTIONB3YIOTCA JJIs IEpelauk roJioca B
KOMITbIOTEPHBIX CETSIX?

47. Kak paboraet npotokoi NAT (Network Address Translation)?

48. Kakue TUIbI aipecoB UCTIOJIb3YIOTCS B ceTsax [Pv4 u it yero onu
WCMOJIb3YIOTCA?

49. KakoBbl OCHOBHBIC (DYHKIIMHM MapIIpyTHU3aropa?

50. Kakue TUIIBI aTak Ha CETEBYIO O€30MaCHOCTh CYIIECTBYIOT M KaK MX
MpeIoTBpaIaTh?

51. Kakue ocHOBHBIE 3a/1auu komMyTaTopa B cetu Ethernet?

52. Kakue mpoTOKOJIBI UCITONB3YIOTCS JUTsl 0€30MMacHOM TIepeadn JaHHBIX B
cetu Ethernet?

53. Kak pa6oraet nmpotokon ICMP (Internet Control Message Protocol)?

54. Kakue MexaHU3MbI UCTIOJIB3YIOTCS JUISl YIIPaBJICHUS! TOTOKOM JJAHHBIX B
cersix TCP/IP?

55. Kak pa6oraer nporokosn FTP (File Transfer Protocol)?

56. Kakue Mepnl 0€3011acHOCTH ClIeIyeT MPUHUMATH 1pu HacTporike FTP-
cepBepa?

57. Kak paboraet npotokosn HTTP (Hypertext Transfer Protocol)?

58. Kakne Mepnl 0€301TaCHOCTH CIIeTyeT MPUHUMATH MPU HACTPOUKE BeO-
cepepa?

59. Kak pa6oraet nmporokon SMTP (Simple Mail Transfer Protocol)?

60. Kakne Mepsl 6€301acHOCTH CIIEAyeT MPUHUMATh TTPH HACTPOIKE
MMOYTOBOTO cepBEpa?

61. Kak padoraet npotokost POP3 (Post Office Protocol version 3)?

62. Kakue Mepsl 6€30MacHOCTH CIIeyeT MPUHUMATD IIPU HACTPOIKE cepBepa
POP3?

63. Kak padoraet nmpotokos IMAP (Internet Message Access Protocol)?

64. Kakue Mepsl 6€30MacHOCTH CIIeyeT MPUHUMATD IIPU HACTPOHKE cepBepa
IMAP?

65. Kak pa6otaet mpotokos DNS (Domain Name System)?

66. Kakue Mepsl 0€30macHOCTH CIeAYeT MPUHUMATh MpU HacTpoiike DNS-
ceprepa?

67. Kak padoraet nporokos DHCP (Dynamic Host Configuration
Protocol)?

68. Kakue Mepsl 0€30MacHOCTH CIeAyeT MPUHUMATh Ipu HacTpoitke DHCP-
ceprepa?

69. Kak padoraet nmporokosr SNMP (Simple Network Management
Protocol)?



70. Kakue Mepsl 6€30MMacHOCTH CleyeT MPUHUMATh pU HacTpoiike SNMP-
cepBepa’?

71. Kak paboraet nmporokost RADIUS (Remote Authentication Dial-In User
Service)?

72. Kakue Mepsl 0€301aCHOCTH CIIEAYET MPUHUMATD TTPH HACTPOIKE
RADIUS-cepsepa?

73. Kak padoraet nporokos LDAP (Lightweight Directory Access
Protocol)?

74. Kakue Mepsl 0€30MacCHOCTH CJIEAYeT MPUHUMATh Mpu HacTpoiike LDAP-
ceprepa?

75. Kak padoraet nmporokos SSL/TLS (Secure Sockets Layer/Transport
Layer Security)?

76. Kakne Mepsl 0€301acHOCTH CIIEAyeT MPUHUMATH TTPH HACTPOITKE
SSL/TLS-cepsepa?

7'7. Kak padotaet npotokos VPN (Virtual Private Network)?

78. Kakue Mepsl 0€301acHOCTH CIISAyeT MPUHUMATH MTPH HacTpoiike VPN-
cepepa?

79. Kak pa6otaet mpotokos SSH (Secure Shell)?

80. Kakue Mepnl 0€3011acCHOCTH ClIeIyeT MPUHUMATD MPpU HacTporike SSH-
cepBepa?

81. Kak paboraet mpotokoin IPSec (Internet Protocol Security)?

82. Kakue Mepnl 0€3011acCHOCTH ClIeIyeT MPUHUMATD Mpu HacTpoiike [PSec-
cepBepa?

83. Kak paboraet nmpotokosn PPTP (Point-to-Point Tunneling Protocol)?

84. Kakue Mepsl 0€3011aCHOCTH CJIeTyeT MPUHUMATH Mpu HacTporike PPTP-
cepepa?

85. Kak paboraetr nporokosn L2TP (Layer 2 Tunneling Protocol)?

86. Kakue mepsl 6€30MacHOCTH cleayeT MpUHUMAaTh pu HacTpoiike L2TP-
cepepa?

87. Kak paboraet nmpotokon SSTP (Secure Socket Tunneling Protocol)?

88. Kakue mepsl 6€30MacHOCTH cleayeT MpUHUMAaTh pu HacTpoiike SSTP-
cepBepa?

89. Kak paboraet mpotokon GRE (Generic Routing Encapsulation)?

90. Kakue Mepsl 6€301acHOCTH ClieyeT MpuHuMaTh rpu HacTpoiike GRE-
cepBepa?

91. Kak pa6oraet mpotokos ICMP (Internet Control Message Protocol)?

92. Kakue Mepsl 6€30MacHOCTH ClIeyeT MPUHUMATh Ipu HacTpoiike ICMP-
cepBepa?

93. Kak pa6oraet nmpotokos IGMP (Internet Group Management Protocol)?

94. Kakue Mepsl 0€30MaCHOCTH ClIeyeT MPUHUMATh Npu HacTpoiike IGMP-
ceprepa?

95. Kak padoraet nporokost ARP (Address Resolution Protocol)?

96. Kakue Mepbl 6€301aCHOCTH CIIEyeT MPUHUMATH MpU HacTpoiike ARP-
ceprepa?

97. Kak paboraet nporokos1 RARP (Reverse Address Resolution Protocol)?



98. Kakue Mepbl 6€30MacHOCTH CleayeT MPUHUMATh pu HacTpoiike RARP-
cepBepa’?

99. Kak pa6otaet nmpotokosr BOOTP (Bootstrap Protocol)?

100. Kakue mepsl 6€30MaCHOCTH ClIEAyeT IPUHUMATh IPU HACTPOITKe
BOOTP-cepBepa?

101. Kaxk pa6oraet mpotokon TFTP (Trivial File Transfer Protocol)?

102. Kakue mepbl O6€3011aCHOCTH ClIeIyeT IpUHUMAaTh npu HacTporike TFTP-
ceprepa?

103. Kak pa6oraet npotokoia NNTP (Network News Transfer Protocol)?

104. Kakue mepbl O€3011aCHOCTH CIIeIyeT IPUHUMATh IPU HACTPOUKE
NNTP-cepBepa?

105. Kak pa6oraet npotokoia SNMP (Simple Network Management
Protocol)?

106. Kakue mepsl 0€30MacHOCTH CIIEAyeT MPUHUMATh IPU HACTPOITKe
SNMP-cepBepa?

107. Kak paboraet npotokon HTTP (Hypertext Transfer Protocol)?

108. Kakue mepsl 0€30MacHOCTH CIIEAYyeT MPUHUMATh IPU HACTPOIKe
HTTP-cepsepa?

109. Kak pa6oraet npotokoi HTTPS (Hypertext Transfer Protocol Secure)?

110. Kakue mepbl 6€301MacHOCTH CieayeT NPUHUMATh PU HACTPOUKE
HTTPS-cepsepa?

111. Kak pa6oraet nmporokon FTP (File Transfer Protocol)?

112. Kakue mepbl 0€30MMacCHOCTH CleyeT NPUHUMATh Npu HacTpoiike FTP-
cepBepa?

113. Kaxk pa6oraet npotokoi SFTP (SSH File Transfer Protocol)?

114. Kakue mepbl 0€30MMacHOCTH ClIeyeT MPUHUMATh Mpu HacTpoiike SFTP-
cepepa?

115. Kak pa6oraet npotokon SMTP (Simple Mail Transfer Protocol)?

116. Kakue mepbl 6€30MMacHOCTH CIeAyeT NPUHUMATh TIPU HACTPOUKE
SMTP-cepsepa?

117. Kak pa6oraet npotokoi POP3 (Post Office Protocol version 3)?

118. Kakue mepbl 6€30MMacHOCTH ClIeIyeT MPUHUMATh Mpu HacTpoiike POP3-
cepBepa?

119. Kaxk pa6oraet npotokoi IMAP (Internet Message Access Protocol)?

120. Kakue mepbl 6€30MMacHOCTH CIeNyeT NPUHUMATh TPU HACTPOUKE
IMAP-cepBepa?

121. Kak pa6ortaet mpotokon DNS (Domain Name System)?

122. Kakue mepbl 0€30MMacHOCTH CIIeIyeT MPUHUMATh MPpU HacTporike DNS-
cepBepa?

123. Kak pa6oraet npotokosi DHCP (Dynamic Host Configuration
Protocol)?

124, Kakue Mepbl O€30M1aCHOCTH CIIeIyeT TPUHUMATh IPU HACTPOUKE
DHCP-cepBepa?

125. Kak pa6oraet npotokos NTP (Network Time Protocol)?

126. Kakue mepbl 6€3011aCHOCTH ClIeIyeT MIPUHUMATh IpH HacTpoiike NTP-
cepBepa’?



127. Kaxk pa6oraet mpotokon LDAP (Lightweight Directory Access
Protocol)?

128. Kakue mepbl 6€30MMacHOCTH CIIEIYyEeT MPUHUMATH MPU HACTPOUKE
LDAP-cepsepa?

129. Kak paboraet npotokoi RADIUS (Remote Authentication Dial-In
User Service)?

130. Kakue mepbl 6€3011aCHOCTH CIIeIyeT IPUHUMATh IPHU HACTPOUKE
RADIUS-cepsepa?

131. Kak pa6oraet npotokos IPsec (Internet Protocol Security)?

132. Kakue mepbl 6€3011aCHOCTH ClIeIyeT IPUHUMATh MpH HacTporike [Psec-
ceprepa?

133. Kak pa6oraet npotokoi GRE (Generic Routing Encapsulation)?

134. Kakue mepbl 0€30MMacHOCTH ClIelyeT MpUHUMATh pu HacTporike GRE-
cepepa?

Ipumep 3K3aMeHALMOHHOTO OHJIeTa

MUWUHUCTEPCTBO ITPOCBEHIEHU A
POCCUNCKOU ®EJEPALIUU
®I'BOY BO «JII'TIY»
UHCTUTYT ®U3UKO-MATEMATHUUYECKOI'O OBPA30BAHU S, UHOOPMAIIMOHHBIX
U OBCJIYKMBAIOIIMX TEXHOJIOI MIA
20 /20 y4eOHbI# rox
kadeapa nHPOPMAIIMOHHBIX 00Pa30BATEIBHBIX TEXHOJOTUIA U CUCTEM

sK3aMeH 1o aucuuiuinie « KoMnbroTepHble ceTH U HHTEPHET-TEXHOJI0T UM
Kon/nazeanus nampasienuii moarotoBku 44.03.05 Ilemarornueckoe oOpa3oBaHHe (C ABYMs
npodwmisamn). [Ipopwumm: Texnonorus, Uapopmaruka OPO

3K3AMEHAIIMOHHBIN BUJIET Ne 1

OxapakTrepu3syiite ocHOBHbIE TUIbI KoMIbloTepHBIX ceteid (LAN, WAN, MAN). B yem
uX paznuuus’?

Yro Takoe MpOTOKOJBI Mepeadll AaHHbIX B ceTu? llepedyncnuTe U OMMUIIUTE OCHOBHBIE
IIPOTOKOJIbI, UCIIOJIb3YEMbIE B UHTEPHETE.

YTBepkaeHo Ha 3aceqaHuM kadeApbl HHPOPMAIMOHHBIX TEXHOJOTMH U CHUCTEM,
nporokos Ne ot 20 ropa.

3aB. kadenpoii J.A. Kanyctun

DK3aMeHaTop E.1O. CyBopoBa



